Security for 4G and 5G Cellular Networks∗
Shahla Atapoor
Supervised by Dr. Vitaly Skachek

University of Tartu, Estonia
shahla.atapoor@ut.ee
June 20, 2018

data confidentiality, availability and privacy, which can
be applied to the 5G due to the general openness of the
network and fast vertical handover. Note that vertical
handover refers to the automatic fallover from one technology (e.g. high speed wireless LAN) to another (e.g. a
cellular technology for Internet access) in order to maintain communication. To provide a successful deployment
of 5G networks, guaranteeing high level security against
all the mentioned attacks is one of the basic requirements
of the network [PSS16].
One of important issues which needs to be considered in
the 5G networks, is the continuous connection of mobile
users to the network. In such a case, during the vertical
handover, there would be possibility to trace the users
and also present more attacks including impersonation,
eavesdropping, man-in-the-middle, denial of-service, replay and repudiation attack [FMA17a]. Note that in the
5G networks, it is very important that while one keeps
the level of QoS fixed in terms of latency, they should also
keep the level of security high to prevent possible malicious files from penetrating the system and propagating
quickly among mobile devices [BBMK16].
In this report we aim to present a short review on security of 4G and 5G cellular networks which mostly is
based on a recently published survey [FMA+ 17b] and a
whitepaper that recently is published by Ericsson’s research team [NKNF18]. It is worth to mention that all
previous similar survey articles only have dealt with security and privacy issues but in this survey [FMA+ 17b]
the authors cover authentication and privacy preserving
issues of 4G and 5G cellular networks as well.

Abstract
This report aims to present a short review on security of 4G and 5G cellular networks based on a recently published survey and a white paper which have
focused on authentication and privacy preserving issues [FMA+ 17b,NKNF18]. The report starts with a short
introduction on the motivation behind the security in the
new generation of cellular networks and then goes through
the structure and security of 5G systems. Classification
of the threat models in 4G and 5G cellular networks are
considered and discussed with more details; Classifications such as, attacks against privacy, integrity, availability and authentication. Later we consider classification
of countermeasures including cryptography methods, humans factors and intrusion detection methods. Additionally, a short overview on the authentication and privacy
preserving protocols of 4G and 5G networks is provided.
Finally the report is concluded with presenting some possible future research areas that mostly are proposed in
the studied materials.

1

Introduction

During the last decades the advances in wireless communications changed our everyday life. The fifth generation
networks will come to the practical daily life by applying
this technology on the Internet of Things which consists
of a massive number of connected devices. 5G technology
will bring more than 10 gigabits per second as bit rates
with more capacity and significantly decreased latency
when compared with 4G. The next generation of technology will make a huge connected society by creating
various new network services such as mobile fog computing, communication between cars, smart networks, smart
car parks, data networks using blockchain, unmanned
aerial vehicles(UAV). With development well underway,
5G networks are expected to launch across the world by
2020. To present better Quality of Service (QoS), the
5G will give the opportunity of switching between service
providers and wireless networks to the mobile devices by
sharing an IP-based core network. There are several attacks including access control, communication security,

The structure of report is as follows: Section 2 presents a
high level explanation of the structure and security of 5G
systems. We go through the threat models and some of
the proposed countermeasures in Section 3. Authentication and privacy preserving schemes for 4G and 5G cellular networks are considered in Section 4. Some future
research directions recommended in the studied materials
are presented in Section 5. Finally we conclude the report
in Section 6.

2

Structure and Security of 5G Systems

In this section we present an overview on the security
of the 5G system. Additionally to the encryption such
as end-to-end point encryption, in order to ensure the
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Figure 1: Simplified 3GPP 5G architecture [NKNF18].
security of a system taking a holistic view is very important and we should not only focus on individual parts in
isolation. For example, interactions between user authentication, traffic encryption, mobility, overload situations,
and network resilience aspects need to be considered together. The 3rd Generation Partnership Project (3GPP)
takes into account relevant risks. It was designed with
these risks in mind [HUA]. A 5G system contains a device connected to a 5G access network which is called
a 5G core network that is connected to the rest of the
system.
Due to ability to support cloud implementation and the
IoT, the 5G core network has gained significantly better
architecture than the previous generation, with major improvements in network slicing and service-based architecture (SBA). The 5G core network is shown in Fig 1.
There are several improvements in 5G system such as
expanding on 4G by adding new radio (NR) capabilities,
doing so in such a way that Long-Term Evolution(LTE)
and NR will be able to jointly evolve in complementary
ways. By using the advantage of important new 4G system concepts, including energy saving narrow band IoT
(NB-IoT) radio, secure low latency small data transmission for low-power devices, and devices using energy preserving dormant states when possible, 5G systems appear
more secure.
In the following section we will focus on the security of
the NR radio and the 5G core network.

surance. These properties trustworthiness and provide
an opportunity to create new services which are shown in
Fig 2.
2.1.1

Resilience

The 5G systems are very beneficial for several use cases including industrial control, critical infrastructure and public safety applications. By deploying a single base station
as two split units there is a possibility to provide greater
resilience against failures and attacks. These two units
called a central unit and a distributed unit and facilitates
customizable deployment of security sensitive functions of
the 5G NR access, such as user plane encryption, in a secure central location while keeping non security sensitive
functions in less secure distributed locations.
Slicing the core network of 5G networks, which isolates
groups of network functions from other functions plays an
important role in a concept of resilience which is sown in
Fig 1. The other possibility of network slicing is that the
operator will be able to isolate low-priority IoT devices
on a separate slice to guarantee that these devices will
not interfere with other users.
The 5G system provides Service Base Architecture(SBA) principles which are another architectural concept that enhances resilience. SBA principles use software
and cloud-based technologies that improve on the more
static and node-centric designs of previous generations.
One of the most important benefits of this kind of design shift is that it provides functions that are scalable
2.1 Five properties that ensure trustwor- and depending on traffic load, and can be independently
replaced, restarted, or isolated when failing or under atthiness
tack.
5G technology has five properties such as communication
The 5G networks use stems from the strong mobility
security, identity management, privacy and security as- support which was provided in 3GPP networks. This fea2

Figure 2: Five properties of 5G system [NKNF18].
ture provides ensuring continuous secure connectivity for
devices moving from one location to another and letting
stationary devices to connect to another base station.
In comparison with legacy systems, the 5G system gets
lower latency at mobility. Additionally, unlike mobility of
4G systems, where security is reconfigured at handovers
to ensure security, the 5G system can reuse the same configuration across handovers. This property is provided by
processing the security sensitive functions in the central
unit of the base station.
2.1.2

does not provide end-to-end security. It only encrypts
the traffic between the phone and the base station, but
there is no encryption while the data is communicated
over the wired network. This means that there is no security against a malicious or compromised carrier (or a
carrier who is sharing all of your data with the local government), and no security for your data when it transits
the Internet or the rest of the path. But 5G network
has a new feature to solve this problem which is encrypting user plane traffic and protecting its integrity. This
feature is helpful for small data transmissions, particularly for constrained IoT devices. The 5G networks include encryption algorithms based on SNOW 3G [WIKf],
AES-CTR [WIKc], and ZUC [WIKg]; and integrity algorithms based on SNOW 3G [WIKf], AES-CMAC [WIKe],
and ZUC [WIKg]. The main key derivation function is
based on the secure HMAC-SHA-256 [WIKd]. These algorithms are passed on 5G networks from 4G networks.
There are other similar features between 4G and 5G networks such as: key separation for specific purposes, backward and forward security for keys at handovers and idle
mode mobility, and secure algorithm negotiation. In the
5G there are some new features such as: automatic recovery from malicious security algorithm mismatches, security key separation between core network functions, and

Communication security

One of the most important properties of 5G system is providing secure communication for devices and for its own
infrastructure. As it was shown above, its infrastructure
includes links such as front haul between distributed and
central units of base stations, backhaul between access
and core network, and network domain links between core
network nodes. Speaking about this kind of design, the
principle of security design is similar to the 4G system
but has been further improved. For example, the new
SBA for core network communication takes threats from
the interconnected network into account.
In 4G network security is that its use of cryptography
3

fast synchronization of security contexts in access and
In the he 5G networks, by using state-of-the-art encrypcore networks.
tion, it is possible to protect data traffic such as phone
calls, Internet traffic and text messages. The protection
means that the devices and the network mutually authen2.1.3 Identity management
ticate each other and use integrity-protected signaling. It
The 5G system has the same primitives of secure identity makes difficult for an unauthorized third party to decrypt
management with 4G network including strong crypto- the information that is communicated over the air.
The other benefits of 5G networks is protection of subgraphic algorithm sets and key generation functions, and
mutual authentication between device and network. But scriber identifiers both long-term such as 3GPP mechahere also there some features which are provided for the nism and temporarily.
3GPP has defined a mechanism that enables a home
first time. There are the new security features that use
a new authentication framework where mobile operators operator to hide a subscriber’s long-term identifier becan flexibly choose authentication credentials, identifier side complying with regulatory duties. The mentioned
formats and authentication methods for subscribers and mechanism is based on the Elliptic Curve Integrated EnIoT devices. For example, the other mobile network gen- cryption Scheme (ECIES) and uses the home operator’s
erations are required physical SIM cards for credentials, public key. In addition, the 5G system enforces a stricter
but the 5G system also allows other types of creden- policy for update of temporary identifiers. This updating
tials such as certificates, pre-shared keys and token cards. guarantees that temporary identifiers are refreshed reguThere are several benefits that we can obtain from these larly that prevents passive attacks.
features, for example instead of implementation and deploying SIM cards on the small temperature sensors which 2.1.5 Security assurance
becomes very expensive, there is a possibility to use NonIn order to ensure that network equipment meets security
SIMcard- based credentials which can save costs.
There are different authentication methods that mobile requirements and is implemented following secure developerators can choose from the 5G authentications and key opment and product life cycle processes, security assuragreement protocols such as (AKA) protocol [WIKb] and ance plays a huge role in 3GPP. Mobile systems have the
the extensible authentication protocol (EAP ) [WIKb]. very critical need to have this assurance, as they form the
Using EAP protocol gives us the ability to choose the way backbone of the connected society and are even classified
of choosing different authentication protocols and creden- as critical infrastructure in some jurisdictions.
Needs of ensuring secure implementations in addition
tial types.
to
the secure standardized system and protocol, was reThere is another security feature which gives the abilalized
early on the telecom industry. 3GPP and Global
ity to the subscriber’s operator to mitigate potential fraud
and prevent security and privacy attacks against the sub- System for Mobile Communications Association GSMA
association created assurance scheme (NESAS ) in order
scriber or operator.
to
guarantee security in the the network equipment. Two
There is the same mechanism between 4G and 5G sysmain
components which are supported by NESAS are setems is equipment identity register(EIR) check. By using
curity
requirements and an auditing infrastructure.
this mechanism the system will be able to prevent stolen
One
of the goal of NESAS is to provide all the needs
devices from using the network services and discouraging
of
many
national and international cyber security reguladevice theft.
tions, such as the EU cyber security certification framework.
2.1.4 Privacy
Transition to a broader use of software implementations
makes the updates easier in the case that vulnerabilities
In this report by privacy we mean protection of informaare discovered.
tion against attempts by unauthorized parties to identify subscribers. During the last decades several papers have been written about International Mobile Sub- 3
Threat Models and Countermeasures
scriber Identity(IMSI) catchers [JLK14] and false base
stations(FBS ) [CDL16] which is useful in identifying and In this section we will discuss the threat models and countracking subscribers, and even eavesdropping 2G phone termeasures separately.
calls.
Due to some serious privacy concerns such as the Gen- 3.1 Threat models
eral Data Protection Regulation (GDPR) [NTT] and the
ongoing review of ePrivacy Directive [PSS16] in Europe, There are almost thirty-five attacks, described in the litproviding privacy of users has been one of high priority erature that were considered and prevented using privacy
factors in designing the 5G system.
and authentication protocols for 5G and 4G Networks. In
4

Figure 3: Classification of attacks in 4G and 5G Cellular Network [FMA+ 17b].
this survey [FMA+ 17b] according to procedure of attacks base smart cards and key agreement protocols. With this
in 5G and 4G cellular networks they have classified to 4 approach there is a possibility to detect a replay attack
group of attacks as,
by checking the time stamp. The steps of the protocol
are shown in Fig. 4.
1. attacks which violate privacy
Intuitively, the main point in the structure of the protocol (Fig. 4) is that, in Step 3, the user sends current time
2. attacks which violate integrity
Ti and hash of it with some secret values to the server
3. attacks which violate availability
that makes the transmitted messages unique. Similarly,
the servers computes the difference of current time and
4. attacks which violate authentication
0
login request time (Ti ) and if the difference of two times
A detailed classification of the attacks is shown in Fig. 3 is not smaller than a constant value, the server aborts
which are discussed with more details in the rest of the the connection. Note that two parties always use current
section.
time as a unique message inside the exchanged messages
and sends hash of times to each other, which prevents the
3.1.1 attacks which violate privacy
reply attack and consequently the MITM attack.
There are fourteen attacks, according to Ferrag et
al. [FMA+ 17b], which are counted as attack against privacy such as, Man-In-The-Middle (MITM) attack, replay
attack, eavesdropping, impersonation attack, parallel session attack, tracing attack, collaborated attack, masquerade attack, spoofing attack, disclosure attack, stalking
attack, privacy violation, chosen ciphertext attack and
chosen plaintext attack. MITM attack is an attack where
the attacker secretly relays and possibly alters the communication between two parties who believe they are directly communicate to each other [WIKa]. This attack
can cause problems on availability of service. According to Conti et al. [CDL16], attacker can apply MITM
attack to system using False Base Station (FBS ) attack. FBS attack means an attacker pretends its Base
Transceiver Station (BTS ) as a real networks BTS. Chen
et al. [CWW+ 13] proposed, by using mutual authentication between user and BTS, authentication with password

3.1.2

attacks which violate integrity

The system might be attacked based on the modification
of information which are exchanged between users and
the access points of 5G networks. The authentication
and privacy preserving protocols of 4G and 5G networks
are secure due to using frequently the SHA-1 and MD5
algorithms as hash functions.
There are several attacks in this classification such
as, message blocking, message insertion attack, message
modification attack, tampering attack, cloning attack and
spam attack.
3.1.3

Attacks which violate availability

As one can guess from the name of this attack, its goal is
to make a service unavailable. Attacks against availability
can be categorized to six different attacks including First
5

behind that approach is to mix the identity of users which
enter or exit the network (shuffling the identifiers of users
that enter or exit). Similarly in the redirection attack,
the adversary can gather the correct user entity information and increases the user’s signal strength and send it
to other user which means redirect signal or impersonates
a BTS in the networks. To avoid this kind of attack, Saxena et al. [SGC16] and Li et al. [LWZ16] suggested an idea
using a Message authentication code(MAC) to maintain
the integrity of tracking area identity.
During recent years the use of IoT is increasing fast.
Among various threats, DoS attacks which usually are
caused from smart tools and devices are getting more
important concern in cellular 4G and 5G networks. In
is undeniable that DoS attacks against infrastructure of
big industrials such as transportation, military services,
communications, resources and energy can lead to very
dangerous consequences, consequently huge human and
financial costs.
In novel cellular network DoS attack on industrial infrastructures can leverage and probably target accessibility to the network. In most of cases, such attacks will
be originated from particular places with huge number
of smart devices connected to 5G networks and IoT environment. Here we discuss on DoS attacks on 5G cellular networks. Roughly speaking, these attacks aims to
exhaust resources of the victim; resources such as time,
power and etc. Generally in 5G cellular networks, DoS
attacks are classified to two types which can be listed as,
identified:
1. DOS Attacks Against Infrastructure of Network: Attacks in this category are designed to straightforwardly exhaust the resources of target user or device in network infrastructure of novel cellular network. More precisely, the attacks in this family aim
to attack to the infrastructure of operator, without
considering the fact that such attack indirectly will
affect on users and devices of the victim network.
2. DOS Attacks Against Users/Devices: Attacks in this
category are designed to exhaust resources of the victim 5G user and device. The resource can contain
any possible resources such as time, power, reliability
and etc. Unlike the previous case, in this item, users
and devices themselves are the main targets without
considering the fact that such violations against big
group of devices and users can influence on big part
of a 5G cellular network infrastructure.

Figure 4: The procedure of Chen et al.’s protocol [CWW+ 13].
In First Out (FIFO) attack, physical attack, redirection
attack, free riding attack and skimming attack.
As an example of these kind of attacks, it is shown that
an adversary can perform FIFO attack to the system by
gathering entering time and exiting time intervals of the
users. Note that the time of participators stays in the network can either be constant or vary. In the case that the
staying time is fixed, performing the FIFO attack is easy.
Different approaches have been proposed to prevent this
kind of attacks, for example Gao et al. [GMS+ 13] proposed a trajectory mixzones graph model. The main idea

It is worth to mention that the DoS attacks which target the infrastructure of 5G network, mostly will focus
on resources which are tied to provide high-speed connectivity and consequently bandwidth. Such attacks can
be performed in areas such as,
6

• In the Signaling Plane phase which is required in authentication and providing suitable bandwidth, connection, or mobility demands for connected devices
to the 5G network.

An an example, in order to perform an attack against
password-based authentication schemes, an adversary can
guess various terms from a dictionary as target password,
and then she can pretend to be a legitimate user and if
she succeeded, she will try to attack to the log-in system
• In the User Plane which is required to support two- of the server and will access to the services which was not
way communications between devices or users.
allowed.
Or in a different scenario, in order to attack against au• In the Management Plane phase which is required to
thentication
of schemes which are based on smart cards,
provide configuration of connected users and devices
it
is
possible
that an adversary will stole smart card of
in network that cover user planes and signaling.
a victim user and then she will be able to get access to
• In the Support Systems which are required to sup- some private log-in information without having access to
port devices or users that are operating on the 5G the password which makes it possible to adversary to perform off-line brute force or corrupted smart-card attack.
network.
• In the Radio resources that are required to provide
easy access to large number of devices or users in the
5G networks.

3.2

Countermeasures

In general, there are 3 different types of improvements
• On the resources of network which among with vir- on privacy and authentication of forth and fifth generatualized infrastructure are used to support provided tions of cellular networks which are illustrated in Fig. 5.
The expanded version of these improvements are given in
services in the network; e.g. network clouds.
future section with more details.
From the physical resources perspective, DOS attacks
which target devices or users, mostly will attack to the
following items, [All16]:
• Memory
• CPU
• Disk
• Battery
• Radio
• Sensors
And similarly, from logical resources perspective, DOS
attacks which target devices or users, mostly will attack
to the following items, [All16]:

Figure 5: Classification of countermeasures [FMA+ 17b].

• Applications
3.2.1

• Information of Configuration

1. Asymmetric or public key cryptography: In this approach, one party (e.g. Alice) can encrypt her massage with public key of a second party (e.g. Bob) and
send it to the second party. Now, since only second
party (e.g. Bob) has the correponding secret key, so
he can decrypt the encrypted message.

• Operating Systems
• Patching Support System
3.1.4

Cryptography methods

Attacks against authentication

This attack is considered to be lunched in the cases that
authentication between server-client and vise versa is violated. This family of attacks can be listed as: password
corruption and reusing, impersonating a legitimate user,
desynchronizing the server and a target user, brute forcing secret keys, dictionary attack, smart card corruption
and some similar cases [All16].

2. Symmetric key cryptography: In this approach, two
parties (e.g. Alice and Bob) share the same secret
key which can be used for both encryption and decryption procedures. More precisely, first party (e.g.
Alice) encrypts her message with the shared secret
key and sends the ciphertext to the second party (e.g.
7

Bob) and second party uses the same shared secret
key and decrypts the chiphertext to get plaintext.
3. Unkeyed cryptography: In this kind of approaches,
parties does not have any secret keys; cryptographic
hash functions, randomness generators and one-way
functions are categorized in this family.
3.2.2

Human factors

Beside the discussed cryptographic approaches, human
factors is one of the important countermeasures which
plays essential role on guarantying secure authentication.
In summary, the proposed factors by researchers are decided into three main parts including,
1. First part is considering the information that a user
knows and might be revealed or forgotten. Information related to personal identification number (PIN)
codes or passwords are examples for this group. This
is one important part which mostly should be managed be the user herself.
2. second group mentions to the physical objects which Figure 6: Classification of authentication and priwe need to log-in or authenticate. RFID cheaps, vacy preserving schemes for 4G and 5G Cellular Netsmart cards, passcodes are some example that could works [FMA+ 17b].
be categorized in this family. Elements in this family mostly are vulnerable to be stolen, lost or shared
1. Handover authentication with privacy: Using the
with malicious party.
cryptographic primitives, Symmetric key based protocol, Public key-based protocol and are the han3. Last category, considers the target users unique physdover authentication protocol for LTE wireless netical information such as scan of eyes, fingerprints,
works.
voice of user and biometrics. Fingerprint and bimetric approaches are two popular racehorses which
recently have developed in various novel applications.
3.2.3

2. Mutual authentication with privacy: to reach the reciprocal authentication with privacy, the suggested
security protocols for 4G and 5G networks need to
conserve the Identity privacy, Location privacy, Authenticity and Data integrity, as shown in Fig. 7.
There are several papers which have been published
in this area such as, [GMT+ 15], [DP06] and
[MPTR11].

Intrusion detection methods

Intrusion Detection systems (IDS) are considered as 2nd
step of defense. In the case that an attacker was able to
break all the countermeasures and he could get all lawful
of the network, in order to find efficient measures an IDS
must spot fast misbehavior.
Intrusion detection methods are divided into three category such as, Signature based, Anomaly based and Hybrid IDS that with more details can be found in papers,
[PDD+ 16], [SL17] and [AMZZ+ 17].

4

3. Radio Frequency Identification(RFID) authentication with privacy: RFID systems cost less and
they easily and physical contact-less can identify an object, which includes radio frequency
tags(transponders) and radio frequency tag readers(transceivers). RFID systems have been discussed
in a huge number of papers so far [ST09], [AAHS15]
and [LWSH18].

Authentication and Privacy Preserving Schemes for 4G and 5G networks

4. Deniable authentication with privacy: In this authentication the receiver can not convince a third
party which is different from traditional authentication [DRG05].

We will compare authentication and privacy protocols in
this section, regarding authentication and privacy models, of 4G and 5G Cellular networks. These schemes are
classified in six classification which are shown in Fig. 6.
High overview on these classifications are as follows:

5. Authentication with mutual anonymity: Anonymity
8

5

Future Directions

Based on the studied materials, currently authentication
and privacy conserving protocols for 4G and 5G networks
have some open problems which we will point them out
as follows:
1. Privacy of Fog paradigm-based 5G networks
2. Efficient checking and verification in 5G-based smart
grids with small cells
3. Privacy of SDN and NFV based topologies
4. Extend the dataset of approaches that discovers the
intrusion
5. Presenting protocols which provide strong anonymity
for UAV systems
Figure 7: Classification of three-factor authentication
schemes with privacy [FMA+ 17b].

6. Presenting protocols which provide strong anonymity
in crowded vehicle networks with small cells

by protecting the privacy of the users plays an important role in cellular networks, as discussed in survey
in [FMA17a].

6

Conclusions

In this report, we discussed the privacy and security in
5G systems and compared features of 5G networks to the
previous generations of mobile communication technology. This report mostly focused on authentication and
protocols which provide strong anonymity for recent generation of cellular networks. Threat models classified into
4 models namely attacks which violate anonymity and
privacy, attacks which break integrity of information, attacks which make system unavailable, and finally concerns related to secure identification and authentications.
This report presented three main proposed improvements
including cryptography based techniques, improvements
which mostly are related to users’ operations, and improvments which mostly are based on unique physical
information (e.g. fingerprint). We classified the verification and privacy conserving protocols for 4G and 5G
networks. There exist several new research topics in privacy conserving and authentication protocols on the 4G
and 5G networks which will need to be considered in the
future which are pointed out in this report.

6. Authentication and they agree for key with privacy:
This protocol is a challenge-response based mechanism which uses symmetric cryptography [RLX+ 16].
7. To have authentication beside privacy three factors needed:This protocol categorized into three
main categories such as, Biometrics based protocol,
Passwords-based protocol and Smart cards-based
protocol, which presented in Fig. 8
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