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1.

Abstract
Vehicle to Vehicle communications (V2V) and Vehicle to Infrastructure communications (V2I), claim to
enhance road safety and optimize road traffic through cooperative intelligent transport systems (ITS).
These are achieved through different wireless communication technologies and so make the system
vulnerable. Hence, security is a major concern for successful implementation of vehicular communications.
This report discusses summary of various proposed security aspects by various researchers during the
recent period.

2.

Introduction
According to Gartner, there would be about a quarter billion connected vehicles on the roads by the year
2020 [13]. Vehicular security is more important than IT security as compromising safety can be life
threatening. Over the past decade, engineers have proposed new ways to use wireless communications in
vehicle safety. Dedicated short range communications (DSRC) allow for the acquisition of high-quality
data that would otherwise be impossible to collect through onboard sensors, providing a rich complement
to the existing systems. There are many unique challenges for car safety communications systems. In this
text, we discuss issues related to the safety of a moving car which provides a short interval of time for
communications. Therefore, it needs low latencies and fast channel setup. All the critical safety messages
are periodically broadcasted to all the neighbouring entities. Trust of the data received by the vehicles is
also a very important concern. Finally, the long lifetime of consumer vehicles imposes challenges to ensure
backward compatibility between different generations of on-board communication and security systems
[1]. This paper is organized as follows: In Section 3, architecture of connected car is presented. In Section
4, the infrastructure required to enable connected car system is described. Various technologies which can
support vehicular communication is mentioned in Section 5. Section 6 deals with the routing protocols
proposed for connected car. The characteristics of connected car and challenges encountered by the
connected car are mentioned in Section 7. Security requirements, different categories of adversaries,
countermeasures to ensure security, and communication procedure of V2V and V2I are discussed in
Section 8. Section 9 contains the proposed solution for in-vehicular communication.

3.

Architecture of Connected Car
This section is based on the book mentioned in reference [1]. There are various key components of a
connected car, which are listed below:
a)

Electronic Control Unit (ECU): It is an embedded system that controls one or more electrical
systems or subsystems in a vehicle. An ECU communicates with vehicle sensors, to collect their
data, perform calculations, and give instructions to other electronic systems for maintaining the
system. ECUs are used to do every vehicle functions, such as activate lights, operating windows,
apply brake, etc. A complex task may require cooperation among multiple ECUs.
b) Vehicle Sensors: Sensors such as radars or cameras, are used to enable active safety systems in
vehicles by detecting other road entities and determining their position and velocity.
c) Onboard Communication Networks: It is used for communications within each subsystem to control
actuators or receive feedback from the sensors. There are several onboard communication networks,
some of the important ones are discussed below.
i. Controller Area Network (CAN): It is a message based vehicle bus standard that
allows ECUs to communicate with each other within a vehicle. It provides data
transfers at a maximum of 1Mbps and has high immunity to electrical interference.
It is based on carrier sensing multiple access with collision detection (CSMA/CD)
with arbitration on message priority (AMP).
ii. Local Interconnect Network (LIN): It is a low cost communication bus used for
communications between smart sensors and actuators. It is used when low bit rate
communication is needed, e.g. locking door.
iii. FlexRay: It is faster, expensive and more reliable bus standard as compare to CAN
with a maximum data rate of 10 Mbps.

iv. Media Oriented Systems Transport (MOST): It is a high speed and low-cost fibre
optical network for multimedia on-board communications. It uses a ring topology
and synchronous data communication.
d) Application Unit (AU): It is responsible for running one or multiple applications, which are offered
by remote service providers.
e) Trusted Platform Module (TPM): It is used to enable secure communications and to manage the
different keys and certificates. The TPM should have its own battery and clock, which it uses to
perform all the security tasks for the vehicle.
Generally, CAN is being used in modern vehicles. An attacker can intercept, modify or transmit i.e. can
inject false CAN messages if gain physical access to a vehicle CAN bus. Current vehicle architectures
protect different on-board subsystems by using separated CAN buses for each of them. For example, CAN
messages for vehicle safety systems are isolated from those used in vehicle entertainment systems.

4.

Infrastructure
The infrastructure of the connected car model is shown in Figure 1 [2]. The infrastructure shown is divided
into two domains, vehicle communication and managed infrastructure.

Fig. 1. Model of the connected car infrastructure [2]

Managed Infrastructure
The managed infrastructure is further divided into five regions, automotive company applications centre,
third party applications centre, trusted network, untrusted network, and the Internet backbone [2]. These
are discussed as follows:
1) Automotive Company Applications Centre: It consists of a set of servers which saves the necessary
information about the vehicle, such as information about last services, configuration data,
cryptographic keys, new software available for the ECUs, etc. to provide various services to the
vehicles.
2) Third Party Applications Centre: It provides applications for other external services to the vehicle.
3) Trusted Network: Networks, which are considered to be trusted by the vehicle. For example, a repair
shop should be considered a trusted network.

4) Untrusted Network: Networks where the services provided to the vehicle have to be adapted to the
hostile environment of the Internet.
5) Internet Backbone: The Internet backbone, with its Internet Service Providers (ISPs), is the core
network for connecting the other four regions together. A backbone network is usually well
protected and hence, the data here are considered to be protected from any modification.

Vehicle Communications
The vehicle communication describes the possible means of communicating with the vehicle which are
classified as unidirectional and bi–directional [2].
1) Bidirectional Communication: This defines communications between:
(a) vehicle and managed infrastructure
(b) vehicle and mobile devices
(c) different vehicles
There are different possible types of bidirectional communications which are as follows:
a.
b.
c.
d.
e.

f.

Vehicle to wireless access point (AP): The vehicle communicates to wireless AP of
managed infrastructure. These APs can belong to the untrusted or trusted network.
Vehicle to Road Side Units (RSU): The vehicle communicates to RSUs for many different
services, such as toll payment.
Vehicle to cellular base stations: The vehicle connects to a cellular base station over the
Internet backbone.
Vehicle to mobile devices: The vehicle can act as a gateway for the mobile device so that
the mobile device can reach the same network as the vehicle.
Vehicle to cellular base station via mobile device: If the vehicle lacks the possibility to
connect directly to a cellular base station, another mobile device with a connection to the
cellular base station can be used as a gateway.
Vehicle to other vehicles: The vehicle connects directly to other vehicles, creating a
network known as vehicle ad–hoc network (VANET). It is generally difficult for a vehicle
to know the network addresses of other vehicles a priori because the set of neighbouring
vehicles changes frequently so it uses broadcasts schemes for sending safety messages.

2) Unidirectional Communication: Broadcast devices that only send signals to the vehicles are classified
as unidirectional communication such as:
• Global Positioning System (GPS)
• Radio Data System (RDS).

5.

Wireless Communications Technology for Vehicles
There are various technologies which can support vehicular communication, some of the important ones
are discussed as follows [1]:
a) Long-Term Evolution (LTE): It is a standard for high-speed wireless communication for mobile
phones and data terminals based on the GSM/EDGE and UMTS/HSPA network technologies. It can
support time critical vehicle applications, including selected I2V local broadcast and V2V safety
applications.
b) Wi-Fi: It is a technology that allows electronic devices to connect using 2.4 GHz and 5 GHz
radio bands. Wi-Fi networks can support V2V local broadcasts through their native ad hoc broadcast
capabilities with some modifications to reduce latency. Recent research has demonstrated the
feasibility of Wi-Fi for outdoor Internet access at vehicular mobility which is often referred to as the
drive-thru Internet. But there are many problems to achieve that; first, there is a requirement of very
short connection time to Wi-Fi AP. Second, there is a requirement to handle channel fading and
shadowing. Third, it needs changes in its protocol stack for adapting the high mobility environment
[8].

c) Bluetooth: It is a wireless technology standard for exchanging data over short distances
operating in an unlicensed 2.4 GHz frequency band. It is generally used to pair mobile phones to
vehicles which can control vehicle embedded sound systems. Bluetooth could be used for V2I
communications when vehicle is moving at very low speeds, such as during parking lot payment.
Dedicated Short Range Communications (DSRC): DSRC standards are based on IEEE 802.11a
standard, with adjustments for low overhead operations in the 5.9 GHz spectrum. DSRC standards
are defined as wireless access in vehicular environments (WAVE). It uses orthogonal frequency
division multiplexing (OFDM) to transmit over the air. Data rates are determined by modulation
schemes and coding rates adopted for data frame transmissions. There are two different standards
proposed.
The U.S. Federal Communications Commission (FCC) allocates 75 MHz of licensed
spectrum between 5.850 and 5.925 GHz (referred to as 5.9 GHz) specifically for intelligent
transportation systems (ITS). The goal of the FCC is to prevent degradation of public safety
applications, while still allowing nonsafety usage of the 5.9 GHz band [1]. They structured
spectrum into seven 10MHz channels (Figure 2 [1]). The initial 5MHz are used as a guard
band. Each 10MHz channel is identified by an even number from 172 to 184. Channel 172
is also known as high availability, low latency (HALL) used for accident avoidance and
mitigation. Channel 184 is also known as high power, long range (HPLR) used for public
safety applications such as road intersection collision mitigation [1]. Channel 178 is used as
control channel used only for safety communications. The remaining channels are
designated as service channels used for both safety and nonsafety both.
Whereas, European Telecommunications Standards Institute structures, spectrum into five
10MHz channels (including two for future expansions).

Fig. 2. DSRC radio spectrum and channel allocation in the United States [1]

The IEEE 802.11p PHY is an extension to the IEEE 802.11a PHY with minimal changes to operate
at 5.9 GHz. At the media access control (MAC) layer, IEEE 802.11 standard specifies channel access
operations using CSMA/CA. A key MAC amendment introduced to address this issue is the ability
to send data frames outside the context of a BSS. This means vehicles can immediately communicate
with each other without any additional overheads as long as they operate in the same dedicated short
range communications (DSRC) channel and use the wildcard BSS-ID [1].
Differences between major vehicular communication technologies are shown in Table 1 [3]:

Table 1. Vehicular communication technologies [3]

6.

Routing Protocols
Routing protocols aim to ensure the selection of the best route for packets from source to destination timely.
VANETs routing protocols can be classified into the following five main categories [9]:
1) Topology based routing protocols: The information about the links (roads) is used to route
packets. Protocols discover routes and prepare routing tables before sending packets and so it is
efficient only up to one hundred nodes. They are also divided into three categories mentioned
below [14]:
a) Proactive routing protocols or “table-driven”: Each node maintains one or more
tables containing the routing information for all destinations by periodic exchanges of
control packets between the nodes.
b) Reactive/on-demand routing protocols: Path computation is done only on request.
The routing operation consists of two phases: the route discovery phase executed to
route data and the updating phase, which is executed when the network topology
changes.
c) Hybrid routing protocols: These protocols combine the mechanisms of proactive
and reactive protocols, use proactive protocols for the neighbours discovery phase and
updating by reactive protocols.
2) Position based geographic routing protocols: These protocols use data provided by
positioning systems (e.g. GPS). Hence, no overall routes between sources and destinations must
be created and updated.
3) Cluster based routing protocols: These protocols based on a cluster, which is formed by all
the nearby vehicles and each cluster has a “cluster-head”, which is responsible for management
functions intra-and inter-cluster.
4) Broadcast routing protocols: These protocols use flooding mechanism, where each node
broadcasts messages to all its neighbours. The flooding mechanism ensures that the message
will reach every node in the network. Its performance drops rapidly with the increase of the
network size. These protocols can be used to share the traffic, weather, emergency messages,
information between vehicles, to provide advertisements and announcements.
5) Geocast routing protocols: These protocols are used to send messages to all vehicles present
in a specific geographic area.

7.

Characteristics and Challenges
In this section, we discuss various characteristics and challenges for the connected car which are
characterized by the following main features [3]:
a)
b)
c)
d)

e)
f)

g)
h)
i)
j)
k)

8.

Powerful capacity: ITS stations are powerful in terms of energy, computation, localization,
storage and data rate capabilities.
High mobility: ITS entities travels with different speeds and directions, which create difficulty
in predicting their position.
Dynamic network topology: ITS stations can join and/or leave the network very quickly due to
speed and location which results in the dynamic network topology.
Frequent disconnections: The dynamic topology and the high mobility of nodes as well as other
conditions such as climate, the density of traffic cause frequent disconnections of vehicles from
the network.
Time sensitivity: Safety information must be delivered in a short period of time makes network
time sensitive.
Limited transmission power: The transmission power is limited in the WAVE architecture, and
so the distance (1000 m). However, it is allowed to transmit with a higher power in case of
scenarios like emergency and public safety.
Good physical protection: Network should be protected even in the case of physical access to
the attacker.
Heterogeneous V2X communication technologies: Many communication technologies are used
for vehicles with different modes, such as multi-hop V2V, point-to-point V2I, etc.
Wireless communications: ITS entities communicate via a wireless connection, so security
measures must be used to ensure protected communications.
Unbounded network size: ITS can be implemented for different size of a geographical area like
city, village, district, etc.
Security and privacy: Security protocols must be implemented with low communication
overhead and computation complexity to exchange messages quickly.

Security Consideration
In this section, security issues, and proposed architectures of ITS are presented. There are different
categories of adversaries in a VANET environment such as [3, 15]:
1) Active vs. passive: Active attackers get authorization to operate within the network and transmit
malicious packets. Passive attackers only eavesdrop on the communications between the other
nodes in the network to use the information for future attacks.
2) External vs. internal: External attacks target availability and confidentiality of the system without
having authorization to the ITS network. Internal attackers are part of the ITS network and can
perpetrate almost any kind of attack.
3) Malicious vs. rational: Malicious attacker’s goal is to destroy the network, for example by
transmitting false information to vehicles. Rational attackers have unpredictable nature and a
specific target.
4) Local vs. extended: Local adversaries are restricted in geographical coverage, whereas extended
attacker reach to relatively large geographical areas.

Security Requirements
Security, privacy, and safety are major requirements of VANETs. In the following, we show some
requirements for VANET security and privacy [3, 4, 5, 15]:
a)

Privacy: Its requirement is to hide the identity of users. This can be categorized as:
a. Weak anonymity: It means that the messages sent by any vehicle can only be linked to a
certain time frame. This is generally achieved by allowing users to change identity
pseudonyms to retain their anonymity.

b.

Location privacy: It means that the location of a vehicle should not be revealed after a
certain time.

Generally, privacy has two aspects that are
1.
2.

Privacy from other cars and RSU
Privacy from certificate authority (CA) and other components of central ITS
system

b) Message Security: Its requirement is that the message send by vehicle should be protected against
unauthorized access, tampering, replay or inspection. There are five aspects of this discussed as
follows:
a. Message authentication provides the possibility to identify the sender of a message. In the
following, several examples of attacks on authentication are described along with their
corresponding cryptographic countermeasures.
1. Falsified entities attack: This attack is performed by the attacker who obtains a
valid identifier of any other legitimate node violates authentication process. For
example, a fake AP can be deployed as a copy of legitimate RSUs and to launch
attacks on the associated vehicles which can be prevented by implementing
proper authentication mechanisms.
2. Cryptographic replication attack: This attack is performed by the attacker who
duplicates the keys or certificates to prevent the authorities to identify his
vehicle. It can be prevented by use of disposable keys or by real-time
verification of the certificate validity.
3. Timing attack: It is performed by delaying the transmission of latency-sensitive
messages.
4. GNSS spoofing and injection attack: This attack is generally done by providing
wrong positional information to the vehicles, can be done by using a transmitter
generating localization signal stronger than the real GPS satellites. This attack
can be prevented by using bit commitment and signature schemes with
positioning systems that accept only authentic location data.
b. Message integrity allows to check that the message is not modified in its route. It is done
by appending a signature to each message. In the following, several examples of integrity
attacks are described briefly with their countermeasures.
1. Masquerading attack: The attacker used a valid identity (known as a mask) to
ensure that it has the appearance of an authentic node and generate false
messages and broadcasts them to neighbour vehicles.
2. Data playback attack: This attack consists of replaying a previously transmitted
message which can be mitigated by implementing a cache at ITS entities to
check duplicity.
3. Map database poisoning attack: This attack consists of sending malicious
messages to impact the accuracy of the local map databases (which keep track
of all surrounding vehicles) of ITS entities. This can be mitigated by verifying
the signatures of the received messages and by blacklisting the misbehaving
nodes.
4. Data tampering attack: This attack is done by hiding the true safety messages
to legitimate users and generate fake security alert messages in the network. The
main countermeasure is to sign and verify the transmitted messages.
c. Message non-repudiation provide assurance that the sender cannot deny its sent message.
1. Man-in-the-middle attack: Attacker (RSU) is inserted between two vehicles that
communicate and controls the communication while vehicles believe that they
are in direct communication with each other.
d. Message confidentiality ensures that messages between two communicating entities cannot
be read by a third party. In the following, several examples of these attacks are described
briefly with their countermeasures.
1. Eavesdropping attack: Attacker extracts important information from the
transmitted packets which can be prevented by encrypting all sensitive data.

2.

Data interception attack: Attacker analyses the traffic data for some duration to
extract the maximum amount of useful information.
3. Brute force attack: In this attack, some information is verified by using different
multiple inputs, however, this is difficult to perform in ITS network due to its
dynamic nature.
e. Error detection allows to detect malicious or erroneous transmissions from vehicles by
doing data verification, validity check, etc.
c) Network Management: Its requirements are to provide further protection of the network and keeps
it maintainable.
a. Efficiency means that the security architecture should work in less bandwidth and time.
b. Liability identification requires to detect the malfunctioning users.
c. Flexibility means having the freedom to select security parameters and updates to the
system.
d. Availability means the system should operate properly when it is requested. Denial of
service (DoS) attacks which is a distributed attack ordered by an attack manager with other
agents are currently recognized as the most dangerous threat to the availability of ITS
systems. In the following, examples of DoS attacks are described, along with their
corresponding countermeasures [3].
1. Jamming attack: It is disruption of the communication channel by transmitting
noisy signals with high frequency which can be mitigated by randomizing the
frequency hopping spread spectrum (FHSS), using efficient pseudo-random
generator algorithms.
2. Flooding attack: It is performed by adding a huge volume of dummy message
to the network so that to block communicates over the wireless channel.
3. Sybil attack: It is a type of security threat when a node in a network claims
multiple identities. To overcome this attack, a central validation authority can
be deployed to validate the entities in real time.
4. Malware attack: Malware attacks consist of viruses, worms and Trojan horses
that can affect the vehicular network, as well as the software components of the
OBU and RSUs and can be mitigated by using anti-virus and anti-malware
software.
5. Spamming attack: The main goal of spamming attacks is to consume the
network bandwidth and to introduce a high latency in the network, by sending
spamming messages to a group of users. The control of this type of message is
more difficult, due to the lack of centralized infrastructure [3].
6. Black hole attack: A black hole is formed within the network when malicious
nodes fail or refuse to propagate messages.
7. Gray hole attack: The gray hole attack is considered a variant of the black hole
attack and consists of dropping the data packets related to specific ITS
applications during the routing process.
8. Worm hole attack: The worm hole attack is a DoS attack that requires the
participation of at least two nodes, where an attacker ‘A’ sends a message to an
attacker ‘B’, who is geographically far from him. This message suggests to
neighbouring nodes of ‘B’ that ‘A’ is their neighbour. This attack allows two or
more legitimate nodes and non-neighbours to exchange control packets between
them and to create non-existent routes [3].
9. Sink hole attack: The sink hole attack can be used to prepare other attacks, such
as gray hole and black hole attacks. In this attack, the packets of neighbouring
nodes are transmitted through malicious nodes, which can lead to eliminating
or modifying the received packets before re-transmitting them eventually;
10. Tunnelling attack: The tunnelling attack is similar to the worm hole attack with
the minor difference that it uses the same network to establish a private
connection (or tunnel).
e. Scalability means that the security solution should perform well under the given time and bandwidth
constraints with the future increase in a number of entities in ITS system.

A summary of these attacks can be briefly seen in Figure 3 [3].

Fig. 3. Attacks and Solution [3]

Note: Message Authentication Code (MAC) is used to ensure authenticity and integrity of the message.
We now list the corresponding countermeasures for ensuring privacy and security in ITS.

Security Architectures:
The current research works classify the ITS security system architectures into four main different
cryptography-based categories:
a) PKI-based security architectures: These are based on asymmetric encryption/decryption algorithms
which use different cryptographic keys to provide several security services. A certificate issued is
linked with the owner’s identification.
b) Symmetric cryptography based security architectures: It uses the same cryptographic keys for
encryption of the plaintext and decryption of ciphertext. To reduce the OBU overhead, a scheme
proposed by Xi et al. [6] where symmetric random key-sets are drawn from a shared key pool and one
key is shared by a set of members. This key set is installed in TPM by TTP. The main drawback of this
cryptographic scheme is that it cannot maintain non-repudiation.
c) Crypto-based security architectures: Crypto-based approaches are generally based on both symmetric
and asymmetric security algorithms both to provide several security services.
d) ID-based security architectures: Its aim is to guarantee ID privacy, and the public key of an entity could
be derived from its public identity information, such as name, e-mail address, etc., and so avoids the
use of certificates for key verification.

Certificate Management:
The registration of each vehicle to TTP is done to obtain the private, public key pairs, and vehicle
certificate. There are two different standards for certificate management are defined.

EU Standard:
In the EU standard, architecture consists of four main stationary authority entities as shown in Figure 4 [6,
11]:
Root Certificate Authority (RCA)
Long Term Certificate Authority (LTCA)
Pseudonym Certificate Authorities (PCA)

Registration Authority (RA).

Fig. 4. Certificate management process according to EU standard [6]

There are two types of certificates used: Long Term Certificate (LTC) which is used to identify and
authenticate each node and pseudonym certificates that are used for wireless communications. Here, RCA
is responsible for establishing the trust of multiple LTCAs and PCAs. LTCA is responsible for issuing
LTC to each vehicle. PCA is responsible for issuing pseudonym certificates.
The vehicle sends a certificate request to the local PCA, which forwards the request to its jurisdiction
LTCA. If PCA is not in the scope of its correct LTCA jurisdiction, it forward the request to another PCA.
LTCA verifies vehicle credentials and instructs PCA to issue a signed pseudonym certificate to the ITS.
The EU Certificate Provisioning scheme uses the PCA to provide privacy between the ITS and the LTCA.
The EU standard for certificate revocation relies on RA which reports the revocation of a certificate to
LTCA. LTCA records the status of the vehicle and waits for the next pseudonym request. As LTCA checks
the status of the vehicle each time a pseudonym certificate is requested and so rejects the certificate if it is
to be revoked.

US Standard:
In the US standard, architecture also consists of five main stationary authority entities:
Linkage Obscurer Proxy (LOP)
Registration Authority (RA)
Linkage Authorities (LA)
Pseudonym Certificate Authority (PCA)
Misbehaviour Authority (MA).
The process of certificate provisioning is shown in Figure 5. The vehicle sends a certificate request to the
LOP which will obscure identifying details of the request and forward it to RA. Then, RA sends an
acknowledgment to the vehicle if the request is valid. RA waits for a number of requests before proceeding,
to hide the identity of requesters from the PCA. RA requests the PCA for a pseudonym certificate after
collecting encrypted keying material pre-linkage values from LA1 and LA2. PCA sends the pseudonym
certificate containing the public key and the hash value of the certificate to the RA which returns the
collected batch of certificates to the vehicle via LOP.

Fig. 5. Certificate Provisioning process according to US standard

The US standard for certificate revocation relies on any vehicle or RSU, which may report misbehaviour
to the MA by sending the pseudonym certificate belonging to the offending device via LOP. MA requests
initial keying materials from the PCA and forwards to LAs which makes detection and rejection of the
pseudonym certificates request. MA also sends the certificate request hash value to RA so that vehicle can
be added to Certificate Revocation List (CRL). CRL is then distributed to all devices that may receive
pseudonym certificates. However, CRL has a significant drawback specifically when the list becomes
increasingly large. In that case, a need for large storage is needed and it takes time to check the blacklisted
vehicle from the list. Also, timely distribution of CRL is a big challenge. There are few solutions proposed
by different researchers as discussed [12]:
a)

Compressed CRLs using Bloom filters to dramatically reduce storage requirements, to revoke
TPD access when all certificates of a given vehicle need to be revoked and to distribute revocation
protocol for a temporary revocation of an attacker.

b) Incremental updates to a CRL, where the TTP distributes the newly updated CRL to a small
number of RSUs in high vehicle density locations and the RSU then detects each passing vehicle
with the CRL update. Vehicles can proactively retrieve the latest CRL from the RSU either
periodically or when triggered by special events. Frequent distributions of CRLs to a large number
of vehicles can consume heavy wireless bandwidth.
c)

Regional TTPs setup to decrease the size of the CRLs. Regional TTPs will only manage the
certificates of vehicles in their region.

d) Distributed Revocation Protocol, which allows any vehicle to initiate revocation of misbehaving
vehicle certificate. Figure 6 describes this protocol using Dynamic Reward Algorithm.

Fig. 6. Revocation protocol process [1]

CA is used to revoke misbehaving vehicles anonymously. The idea is to prolong innocent
vehicles, certified intervals beyond the certified intervals of misbehaving vehicles so that the
misbehaving vehicles will be revoked before innocent vehicles are covered [1].
The algorithm works as follows:
Step1: Let t1, t2. . . tn be consecutive time intervals. CA maintains a counter V(ti) for each vehicle
which means the vehicle is allowed to acquire Q − V(t) new certificates in and after time period
ti, where Q is the maximum number of certificate vehicle can obtain.
Step 2: Whenever CA issues a new certificate (maximum Q), it increments the counter by an
integer value δ1.
Step 3: If the vehicle did not request for any new certificates during the previous time period,
CA decrements the counter by integer value δ2.
This algorithm enables the counter for innocent vehicles to grow slower than for misbehaving
vehicles.

Issuing Pseudorandom Certificate:
Pseudonym certificate contains an identifier of the CA, the validity of the certificate, public key, and CA’s
signature. The frequency of pseudonym changes depends on the degree of the vehicle protection, input
parameters, and system settings. Pseudonymous authentication schemes achieve privacy-preserving by
frequently changing the pseudonyms and having random silent periods.
The methods to provide each vehicle with continuously changing pseudonyms could be summarized as
follows [12]:
a)

Preload pseudonyms in TPM: Each vehicle can have multiple pseudonyms certificates preloaded
by TTP. A vehicle should then change its anonymous key after having used it to sign the message
for a certain time period.

b) Generating pseudonyms by vehicles: The vehicle uses the ticket issued by the TTP to authenticate
itself with the RSU and obtains pseudonym tokens. Then the vehicle could generate its pseudonyms
with the token.
c)

Getting pseudonyms with the assistance of RSUs: Vehicle can obtain a symmetric secret key and
pseudo ID from RSU for a Short Time Pseudonym (STP). This pseudo ID is shared with several
vehicles to make specific vehicle untraceable and using symmetric secret key vehicle can be traced
by the RSU. It is difficult for the RSU to continuously provide certificates because the system would
have limited channel bandwidth.

In V2I scenarios, vehicles send requests to the nearest RSU when the vehicles want to get access to
services provided by the RSU. The process is described as a flow chart below [12]:

Fig. 7. Flow chart of acquiring service from RSU [12]

V2V communication:
The process of V2V communication is presented in Figure 8 [10]. The TPM of sender generates a digital
signature using its secret key SK1, and a certificate. Receiving vehicle firstly checks the validity of the
certificate and verify received signature using the public key of sender PK1. Simultaneously, the geostamp information is verified from the header H and finally a decision is taken to accept or drop the
safety-relevant message.

Fig. 8. V2V communication steps [10]

Signature verification is occasionally used and it needs to enhance the efficiency of signature verification.
Batch verification is a commonly adopted scheme which increases the speed of verification. However, it
relies heavily on TPM and furthermore, if one signature is inaccurate, the whole batch will be dropped,
which is very inefficient [12]. Group-signature-based schemes achieve these goals by permitting valid
group members to anonymously sign an arbitrary number of messages on behalf of the group, which is
then computationally difficult to identify the actual sender by anyone but group manager. However, the
group signature verification is usually time consuming, which make it unsuitable for some time-stringent
VANET applications [12].
It is also necessary to protect access to the sensitive data generated by sensors of the vehicle and made
available only to an authorized class, such as service stations, manufacturers, etc. One possible approach
to achieve this is to use the vehicular cloud which defines virtual partitions (map to virtual networks within
the cloud) in the vehicle routers that allow access to restricted sets of sensors [15]. For example, a virtual
network of police agents can access only certain virtual partitions of sensors. Another flexible and scalable
approach is offered by attribute-based encryption (ABE) where the user query carries private encryption
material that includes a policy tree with a set of attributes that qualifies it to access data with a matching

policy tree [16]. Figure 9 [16] details a policy tree that defines the policy formed by AND gates for a taxi
example where there exist static and dynamic attributes. A sub tree for dynamic attributes is recreated by
connecting through another AND gate to the static part. This policy tree represents the following policy
enforcement:
attributes (companyA ^ taxi ^ Washington St. ^ 10–11am : 3/28/08) ⎢⎢cipher⎢⎢ sigcompanyA

Fig. 9. A policy tree example [16]

In this example, a taxi belongs to Company A and present on Washington Street, can only decrypt the
message and the message is valid in the time interval 10–11am, 3/28/2008. Here, the message is required
to be validated by the company’s name through the identity based signature sigcompanyA.

9.

Secure In-Vehicle Communication
It is very important to have the in-vehicular communication also secure, for which an embedded system
‘immobilizer system’ can be introduced. The access grants to the sub-systems of the vehicle can be
restricted by role-based access control (RBAC). An overview of the scheme proposed by Patsakis et al.
is illustrated in Fig. 10 [7]. The immobilizer grants access to users for the vehicular modules only after
checking access rights from the local database. Afterward, each module is mutually authenticated with
the immobilizer and an e-voting scheme is applied to decide whether the vehicle can start or not.

Fig. 10. Process of In-vehicle communication [7]

It is assumed that all vehicle ECUs are connected to the immobilizer and immobilizer decides which
ECUs should receive power, and which not. Immobilizer also instructs vehicle network to allow or block
packets. Any unauthorized access attempts can be traced to their source using ACL. However, by
imposing access level, there could be many problems for example, in the case of an accident if someone
who does not have privileges to drive cannot take the victim to the hospital and so to have a solution for
these predetermined emergency routes, or more practical ones we can allow the user to bypass security.
This solution can enable more functionalities, but this might open up a new back-door for attackers where
they simulate an emergency and take control of the vehicle.
Another assumption is that immobilizer has a table with public keys of all the installed ECUs and each
ECU keeps a hash of this table to track changes and updates. In case an attacker manages to change any
part of the vehicle, then its credentials will have changed so the immobilizer will block its communication

or will not let the vehicle start. However, it is also possible to change the immobilizer module. In this
attack scenario, the other modules are responsible to detect this attack and create awareness among each
other about this security issue.
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