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Abstract
Openly accessible databases are an indispensable resource in modern times, but it might
be necessary for the user to hide their intentions. If the user wants to hide what
information they read from the database, they could always download the entire database,
but this could result in a massive communication complexity proportional to the size of
the database.
In this report, efficient information-theoretically secure methods of information retrieval
are studied, ranging from traditional schemes using multiple replicated non-colluding
servers, to schemes which use side information to reduce the communication complexity
even in the single server case.

1

Introduction

This report, which is based on the original PIR paper [1] and a more recent paper [2], covers the
schemes and the communication rates achieved by these schemes for information-theoretically
secure means of private information retrieval (PIR). While there are ways of information storage
that result in a better storage overhead, for example using erasure codes, the schemes covered in
this report are based on multiple servers that store replicated versions of the database, and are
based on the assumption of non-collusion between the servers.
The necessity of such schemes is well illustrated in the original PIR paper [1] using the following
example. Consider the case when an investor wants to query a database that holds current stockmarket values. It is reasonable to assume that the people hosting the database could be interested
in seeing which stocks some successful investors are querying from their servers. To protect their
business interests, it might be necessary for the investor to hide their demand from the server.

The obvious solution that provides privacy would be to download the entire database, as this would
leak no information to the curious host, but could be rather costly as databases can be large in size.
This is why more efficient schemes of PIR need to be explored.

2

Schemes

In this section, multiple private information retrieval schemes are presented, including classical
schemes using 𝑘 ≥ 2 non-colluding servers with replicated data, as well as schemes which use
side information in both single- and multiple-server cases.
For the sake of simplicity, the database shall be represented as a binary string 𝑥 = 𝑥1 … 𝑥𝑛 of length
𝑛 and the queries will be made on a single bit, which is represented as the user’s demand index 𝑤,
the bit the user is interested in querying from the binary string 𝑥.

2.1

A Basic Two-Server Scheme

The simplest PIR scheme has its data replicated on 𝑘 = 2 servers, denoted as 𝑆𝑅𝑉1 and 𝑆𝑅𝑉2. The
user will construct an uniformly random subset of indices 𝑆1 from the set of all possible indices
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[𝑛] = {1, 2, … , 𝑛}. This means that each bit in the server 𝑥1 … 𝑥𝑛 has a probability of being
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chosen. The user constructs another set 𝑆2 = 𝑆1 ∪ {𝑤}, if 𝑤 ∉ 𝑆1 or 𝑆2 = 𝑆1 ∖ {𝑤}, if 𝑤 ∈ 𝑆1
where 𝑤 is the “demand index” or, in other words, the index of the bit that they are interested in.
The user then sends 𝑆1 to 𝑆𝑅𝑉1 and 𝑆2 to 𝑆𝑅𝑉2 . The servers 𝑆𝑅𝑉1 and 𝑆𝑅𝑉2 each respond with a
single bit constructed by exclusive-or (⨁, XOR) of all the bits it received indices for. More
formally, each response is: 𝑟𝑠𝑝𝑖 = ⨁𝑗∈𝑆𝑖 𝑥𝑗 , where 𝑖 is the set of index of the server. It is clear that
all the user needs to do is XOR the responses to get the value of the desired bit: 𝑥𝑤 = 𝑟𝑠𝑝1 ⨁𝑟𝑠𝑝2.
While this scheme does provide perfect secrecy, as to each server the set of indices looks uniformly
random, it does not reduce the rate of communication between the parties in the case where the
database consists of a binary string 𝑥 = 𝑥1 … 𝑥𝑛 , when compared to downloading all of 𝑥1 … 𝑥𝑛 .
The scheme could also be used in the case when messages are much larger than one bit in size, in
which case, even this simple scheme would improve the rate of communication drastically. For
example, in the case where the database consists of a binary string 𝑥 = 𝑥1 … 𝑥10 and the user
randomly selects sets 𝑆1 and 𝑆2 such that the sizes of the sets |𝑆1 | = 5 and |𝑆2 | = 6, the user will
need to send 11 indices to the servers in total, and the servers would both respond with a single
bit. The least amount of bits needed to send the indices is 4 per index, resulting in a total
communication of 46 bits between the user and the server, while downloading the entire database
would result in a total communication of only 10 bits. In contrast, if the messages were much
greater in size, for example 10MB each, then the user would still only need to send the 11 indices,
a total of 44 bits, to the servers and both servers would reply with a single 10MB response. This
means that, instead of downloading the entire 100MB database, the total communication is reduced
to 20MB plus the 44 bits used to the indices.

2.2

Multi-Server Scheme

This scheme can use any number of servers 𝑘 ≥ 2 and results in a much lower communication
rate, especially when combined with the covering codes method that will be presented in the next
section.
The scheme uses 𝑘 = 2𝑑 servers for any 𝑑 ≥ 1 and requires a total communication cost of
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2𝑑 (𝑑𝑛𝑑 + 1). The idea is to represent the messages [𝑛] = {1, 2, … , 𝑛} in the database as a 𝑑dimensional cube [𝑙]𝑑 , such that 𝑛 = 𝑙 𝑑 , and to construct subcubes in a similar fashion to what
was done in the basic scheme covered in Section 2.1, which would allow the user to reconstruct
the bit corresponding to their demand index.
We represent the demand index 𝑤 as a 𝑑-tuple 𝑤 = (𝑤1 … 𝑤𝑑 ), such that the tuple represents the
position of 𝑤 within the 𝑑-dimensional cube. Also, we name the 𝑘 servers with a binary string
{0, 1}𝑑 – for example, with 𝑑 = 3, we will use 𝑘 = 23 = 8 servers, which we shall name
𝑆𝑅𝑉000 , 𝑆𝑅𝑉001 , … , 𝑆𝑅𝑉111.
Firstly, the user selects 𝑑 subsets uniformly and randomly, similarly to what was done in section
2.1: 𝑆10 , 𝑆20 , … , 𝑆𝑑0 ⊆ [𝑙]. Then, similarly to the two-server scheme, the user constructs another
𝑑 sets 𝑆11 … 𝑆𝑑1 and for each set, if 𝑤𝑖 ∈ 𝑆𝑖0 , then 𝑆𝑖1 = 𝑆𝑖0 ∖ {𝑤𝑖 } and if 𝑤𝑖 ∉ 𝑆𝑖0 , then 𝑆𝑖1 = 𝑆𝑖0 ∪
{𝑤𝑖 }. Then, the user pairs the subsets, creating pairs (𝑆10 , 𝑆11 ), … , (𝑆𝑑0 , 𝑆𝑑1 ) and sends to each server
a single subset from each pair, such that the sets chosen from each pair correspond to the name of
the server. For example, as shown previously for the case 𝑑 = 3, 𝑆𝑅𝑉000 gets the sets 𝑆10 , 𝑆20 , 𝑆30 ,
𝑆𝑅𝑉001 receives the sets 𝑆10 , 𝑆20 , 𝑆31 and so on.
Each server then responds with the exclusive-or (XOR) of all the bits defined by the indices it
received from the user. More formally, for each server 𝑆𝑅𝑉𝜎 , the response is constructed as:

𝑟𝑠𝑝𝑖 = ⨁𝑗

𝜎𝑑
𝜎1
1 ∈𝑆1 …𝑗𝑑 ∈𝑆𝑑

𝑥𝑗1…𝑗𝑑

The user then XOR-s all the bits it receives from the servers, which will result in the value of the
desired bit:
𝑥𝑤 = ⨁𝑖=1…𝑘 𝑟𝑠𝑝𝑖
The scheme works because the demand index 𝑤, or more specifically, the demand index position
(𝑤1 … 𝑤𝑑 ) only appears in a single subcube, as exactly one of each sets per each subset pair
(𝑆𝑖0 , 𝑆𝑖1 ) holds the value 𝑤𝑖 . Each of the other positions (𝑗1 … 𝑗𝑑 ) appear in an even number of
subcubes and thus, when XOR-ing the responses from the servers, only the bit 𝑤 remains.
From the perspective of each server, each of the 𝑑 subsets of [𝑙] are uniformly random and thus
no information about the demand index 𝑤 is revealed.
As to each of the 𝑘 servers, a sequence of 𝑑 subsets of [𝑙] is sent and the response is only a single
𝑑
bit, the total communication complexity is equal to 𝑘(𝑑𝑙 + 1) = 2𝑑 (𝑑 √𝑛 + 1).

2.3

Covering Codes Scheme

The covering codes scheme is derived from the multi-server scheme described in Section 2.2.
Instead of requiring 𝑘 = 2𝑑 servers, it makes use of covering codes to let servers emulate multiple
other servers. This drastically reduces the number of servers needed to make the previously
described multi-server scheme work.
The scheme works by using a covering code of radius 1 for {0, 1}𝑑 and taking the amount of
codewords needed as the new 𝑘 – the amount of servers needed. For example, for 𝑑 = 3, a covering
code {(0,0,0), (1,1,1)} can be used, reducing the number of servers from 8 to only 2. For 𝑑 = 4,
the code {(0,0,0,0), (1,1,1,1), (1,0,0,0), (0,1,1,1)} could be used, which means that instead of 16
servers, only 4 are required.
The main idea behind covering codes is to select a set of codewords such that all possible
codewords in the message space are within a certain distance 𝑟 of the nearest codeword of the
chosen set of the covering code. The amount of codewords necessary for the construction of a
covering code depends on the size of the message space and the chosen radius 𝑟.
The covering codes scheme requires servers to emulate other servers. Each server that is used
needs to emulate every other server which has a name that is at most a Hamming distance of 1
away from it. For example with 𝑑 = 3, the server 𝑆𝑅𝑉000 would, in addition to responding to the
request made to the server, calculate all the possible responses from the servers 𝑆𝑅𝑉001 , 𝑆𝑅𝑉010
and 𝑆𝑅𝑉100. Similarly, 𝑆𝑅𝑉111 would emulate 𝑆𝑅𝑉110 , 𝑆𝑅𝑉101 and 𝑆𝑅𝑉011.
The emulation can be done because for any server that is being emulated, all but one set of indices
is known. For example, with 𝑑 = 3, 𝑆𝑅𝑉000 obtains the sets 𝑆10 , 𝑆20 , 𝑆30 . To emulate server 𝑆𝑅𝑉001 ,
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the first two sets, 𝑆10 , 𝑆20 are the same and for the third set 𝑆31 , there are only √𝑛 possible sets. The
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server 𝑆𝑅𝑉000 calculates all the possibilities: for all 𝑗 ∈ {1, 2, … , √𝑛}, 𝑆31 = 𝑆30 ∪ {𝑗} if 𝑗 ∉ 𝑆30 and
𝑆31 = 𝑆30 ∖ {𝑗} if 𝑗 ∈ 𝑆30 . The server then responds with all the possible responses from 𝑆001 to
emulate it. The same is done for all the other servers it has to emulate as well.
The user then selects the “correct” responses corresponding to the servers being emulated and
calculates the value of the desired bit as before.
As the construction of the sets remains unchanged, the privacy of the multi-server scheme is
preserved. The communication from the user to the server is drastically reduced compared to the
multi-server scheme. With the multi-server scheme, the user had to send a sequence of 𝑑 subsets
to each of the 𝑘 servers, with a rather large 𝑘, whereas with the covering codes scheme, the user
sends the same amount of 𝑑 subsets to far fewer servers (in the case of 𝑑 = 3, the user sends the
sets to only 2 servers instead of 8). However, the communication from any server to the user equals
1

𝑘 + (2𝑑 − 𝑘)𝑛𝑑 bits, which is much greater compared to the single-bit responses of the multi1

server scheme. Thus the total communication cost is (𝑘𝑑 + 2𝑑 − 𝑘)𝑛𝑑 + 𝑘 bits. The precise
volume of communication depending on 𝑛, 𝑑 and 𝑘 can be seen from the table:

Dimension
𝑑
3
4
5
6
7
8

2𝑑

8
16
32
64
128
256

# of servers
(codewords)
𝑘
2
4
7
12
16
32

Volume
(lower)
bound
2
4
6
10
16
29

asymptotic
12𝑛1/3
28𝑛1/4
60𝑛1/5
124𝑛1/6
224𝑛1/7
480𝑛1/8

Total communication
𝑛 = 220
𝑛 = 230
1,224
924
1,020
1,249
1,792
2,715

12,300
5,096
3,900
3,968
4,480
6,458

𝑛 = 240
123,864
28,700
15,420
12,598
11,872
15,360

Table 1: Total communication, source: Private Information Retrieval* [1]

2.4

Partition and Code Schemes

The following scheme can be used to either query a single server or, as with the previous schemes,
𝑘 ≥ 2 servers, but requires the user to have some prior side information. Without side information,
it can be shown that to achieve information-theoretic privacy, the whole content of the database
needs to be downloaded if the data is stored on a single server. However, by using side information
and the partition and code scheme, the amount of data downloaded can be greatly reduced.

2.4.1 Single-Server Partition and Code Scheme
Similarly to the previous schemes, assume that the database is a binary string 𝑥 = 𝑥1 … 𝑥𝑛 of length
𝑛. The user is interested in a single bit 𝑥𝑤 and has a set 𝑆 of side information of size 𝑚: 𝑆 =
𝑠1 , … , 𝑠𝑚 , which is a subset of the set of messages in the database.
First, the user creates 𝑔 − 1 empty sets of size 𝑚 + 1 and one set such that the sum of the sizes of
all the 𝑔 sets matches the size 𝑛 of the database. In the case that (𝑚 + 1)|𝑛, all the 𝑔 sets will be
of size 𝑚 + 1, otherwise the last set will have a size of 𝑛 − (𝑔 − 1)(𝑚 + 1). More formally, the
𝑛

number of sets is 𝑔 = ⌈𝑚+1⌉. Let these 𝑔 sets be called 𝑃1 … 𝑃𝑔 . The user assigns probabilities to
each of the sets according to their size – for each set 𝑃𝑖 , the corresponding probability will be

|𝑃𝑖 |
𝑛

.

Then the user selects a random set based on the assigned probabilities.
Once chosen, the demand index 𝑤 and the indices 𝑠1 … 𝑠𝑚 of the side information the user
possesses are added to the set. In the case that the set 𝑃𝑔 is chosen and the size of the set is smaller
than 𝑚 + 1, the user randomly selects indices from the set of side information 𝑆.
Next, the user sends the sets of indices 𝑃1 … 𝑃𝑔 to the server in a random order. The server responds
with the XOR of all the bits defined by the indices in each set and sends the result of each set back
to the user.

The user can then use their existing side information to extract the value of the bit 𝑥𝑤 by taking
the answer corresponding to the set which contained the demand index 𝑤 and XOR-ing the answer
with all the side information that were in the set.
It should be noted that while the original PIR paper [1] focused on minimizing the rate of total
communication, the paper on PIR with side information [2] only focuses on the download rate.

2.4.2 Multi-Server Partition and Code Scheme
The multi-server partition and code scheme is based on a scheme presented in [3], but extends the
scheme with the addition of side information.
The scheme assumes that the database consists of 𝑛 binary string messages 𝑥1 … 𝑥𝑛 replicated on
𝑘 servers and that the user has a set 𝑆 of side information with size 𝑚. It is also assumed that the
length of each message 𝑥𝑖 is 𝑡 = 𝑘 𝑛/(𝑚+1) .
𝑛

In the proposed scheme, the user constructs 𝑔 empty sets, with 𝑔 = 𝑚+1. Next, the user creates a
set 𝑃1 = 𝑆 ∪ {𝑤}, where 𝑤 represents the index of the message the user is interested in, or in other
words, the user’s demand index. The rest of the 𝑔 − 1 sets are filled with indices that were not
used in the construction of 𝑃1 , more formally each set 𝑃2 … 𝑃𝑔 will be filled with random indices
𝑖 ∈ {1, 2, … , 𝑛}\𝑃1 such that the size of each of the resulting sets 𝑃𝑗 , where 𝑗 ∈ {1, … , 𝑔}, is equal
to 𝑚 + 1.
Secondly, the user sends all the sets 𝑃1 … 𝑃𝑔 to all of the servers in a random order. The servers
then construct 𝑔 "𝑠𝑢𝑝𝑒𝑟-𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠" utilizing the protocol described in [3] and respond with a set
the "𝑠𝑢𝑝𝑒𝑟-𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠" {𝑥̂1 , … , 𝑥̂𝑔 }, where 𝑥̂𝑖 = [𝑥1 , … , 𝑥𝑛 ] ∙ 𝟏𝑃𝑖 for 𝑖 ∈ {1, … , 𝑔}. The
characteristic vector 𝟏𝑆 for any subset 𝑆 ⊂ [1, … , 𝑛] is a binary vector of length 𝑛, which is equal
to 1 in each position 𝑗, where 𝑗 ∈ 𝑆.
By using the "𝑠𝑢𝑝𝑒𝑟-𝑚𝑒𝑠𝑠𝑎𝑔𝑒" 𝑥̂1 , the user can then extract the value of 𝑥𝑤 , by "substracting"
the side information used to construct the set 𝑃1 .
While the idea behind constructing the "𝑠𝑢𝑝𝑒𝑟-𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠" is rather complicated and beyond the
scope of this report, the main idea behind it can be shown in a simple example: consider a case
with 2 servers 𝑆𝑅𝑉1 and 𝑆𝑅𝑉2, which contain a replicated database of 2 messages 𝑋1 and 𝑋2, each
4 bits long. If the user is interested in downloading 𝑋1, the servers respond with "𝑠𝑢𝑝𝑒𝑟𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠", the construction of which can be seen in the following table:
𝑆𝑅𝑉1
𝑋1,1
𝑋2,1
𝑋1,3 + 𝑋2,2

𝑆𝑅𝑉2
𝑋1,2
𝑋2,2
𝑋1,4 + 𝑋2,1

Table 2: Construction of "super-messages", source: [2]

The indices in the table correspond to the index of the message and the index of bit in the message
– for example 𝑋1,1 is the value of the first bit of the message 𝑋1 . The user able to construct the
whole message 𝑋1 from the bits received, as the values 𝑋1,1 and 𝑋1,2 can be read directly from the
messages and the values 𝑋1,3 and 𝑋1,4 can be retrieved by subtracting 𝑋2,2 and 𝑋2,1, which are also
known from the messages, from (𝑋1,3 + 𝑋2,2 ) and (𝑋1,4 + 𝑋2,1 ) respectively.
1

Using the scheme, a download rate of 𝑅 = (1 + 𝑘 + … +

1
𝑛 −1
𝑘 (𝑚+1)

)−1 can be achieved, as it is

shown in [3].

2.5

Maximum Distance Separable Scheme

The following scheme uses a maximum distance separable (MDS) code to achieve informationtheoretic privacy for both the user’s demand index 𝑤, as well as their set of side information 𝑆.
The scheme assumes that the database consists of 𝑛 binary messages 𝑥 = {𝑥1 , … , 𝑥𝑛 } of length 𝑡,
with a sufficiently large size 𝑡 ≥ log 2 (2𝑛 − 𝑚). The user also has a set 𝑆 of 𝑚 messages of side
information: 𝑆 = {𝑠1 , … , 𝑠𝑚 }.
As 2𝑡 ≥ 2𝑛 − 𝑚, it is possible to construct a [2𝑛 − 𝑚, 𝑛] MDS code over 𝔽2𝑡 . By using this
construction, the server is queried to send the 𝑛 − 𝑚 parity symbols of the MDS code to the user,
who is able to use the parity symbols and the side information 𝑆 to decode the remaining 𝑛 −
𝑚 messages. This means that the user will have knowledge of all the 𝑚 messages in the database,
including the message corresponding to the demand index 𝑤.
For example, take the generator matrix of a Reed-Solomon code. The matrix can be changed
through a series of linear transformations to a form where the leftmost 𝑘 by 𝑘 submatrix is an
identity matrix – a zero matrix with the main diagonal of 1-s. The form of these matrices can be
seen in the following figure:
1
𝑎1
𝐴 = 𝑎12
⋮
𝑘−1
[𝑎1

…
…
…
…
…

1
𝑎𝑘
𝑎𝑘2
⋮
𝑘−1
𝑎𝑘

1 0
…
1
… 𝑎𝑛
0 1
′
2
… 𝑎𝑛 → 𝐴 = 0 0
…
⋮
⋮ ⋮
𝑘−1
… 𝑎𝑛 ]
[0 …

0
0
1
⋮
0

…
…
…
⋮
…

0 𝑔1,𝑘+1
0 𝑔2,𝑘+1
0 𝑔3,𝑘+1
⋮
⋮
1 𝑔𝑘,𝑘+1

… 𝑔1,𝑛
… 𝑔2,𝑛
… 𝑔3,𝑛
…
⋮
… 𝑔𝑘,𝑛 ]

Figure 1: Generator matrix for a Reed-Solomon code and its transformation

When the matrix 𝐴′ is multiplied by a vector of all the messages in the database, the resulting
vector 𝑦 = (𝑥1 , … , 𝑥𝑛 ) ∗ 𝐴′ will be of the form (𝑥1 , … , 𝑥𝑘 | 𝑦𝑘+1 , 𝑦𝑘+2 , … , 𝑦𝑛 ). The symbols
𝑥1 … 𝑥𝑘 in 𝑦 are known as information symbols and the symbols 𝑦𝑘+1 , … , 𝑦𝑛 are the parity check
symbols. Because each 𝑦𝑖 is calculated as 𝑦𝑖 = 𝑥1 𝑔1,𝑖 + 𝑥2 𝑔2,𝑖 + …, the user is able to construct
a set of equations from the parity check symbols it receives from the server. Because the matrix 𝐴′
and a set of messages (side information set 𝑆) is known to the user, it is possible to calculate the
values of all the messages in the server from the set of equations.

As neither the query nor the response of the server contains information about the demand index
𝑤 or the contents of the user’s set of side information 𝑆, it is clear that the privacy requirement is
satisfied. The only piece of information revealed to the server is the size 𝑚 of the set 𝑆 of the user’s
side information.
The amount of data downloaded from the server is equal to (𝑛 − 𝑚) parity symbols for a MDS
code over 𝔽2𝑡 . This means that each parity symbol has a size of 𝑡 bits and the resulting total cost
of communication is equal to (𝑛 − 𝑚)𝑡 bits.

3

Conclusion

In this report, based on the papers [1] and [2], the problem of private information retrieval is
explored. We survey several PIR schemes discussed in the papers. While these schemes rely on
different models of PIR, ranging from multi-server schemes with no side information to both
single- and multi-server schemes using side information, the goal of each of the schemes is to use
clever constructions to reduce the rate of communication. The report explains the methods and
constructions used in these schemes, as well as the resulting communication rates in a slightly
simplified manner when compared to the original papers. While the schemes covered are
somewhat unrealistic in their assumptions, they could be applied to more realistic problems of
information retrieval and ensure privacy when it is needed.
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