Survey on application models and usage
scenarios for various SMC protocols
Dan Bogdanov2 and Riivo Talviste1,2?
1
2

1

University of Tartu, Institute of Computer Science
Cybernetica AS, Institute of Information Security

Introduction

European Union funded research project Usable and Efficient Secure Multiparty
Computation (UaESMC)3 deliverable D1.1 [11] lists various application scenarios where secret sharing based secure multiparty computation (SMC) can be
used. Inspired by their results, this work tries to add one more level of abstraction and compare different secure evaluation techniques from the point of
applicability in different scenarios. We will consider the most suitable and most
motivated case for each SMC technique and argue if and how other SMC techniques could be used to solve them.
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SMC protocols

In the following multiparty protocols, each party has one or more of three roles:
1. Input party (IP) - the initial owner of the secret data who inputs it into the
system;
2. Computation party (CP) - the party who participates in the cryptographic
protocol evaluating a function on secret data;
3. Result party (RP) - the one who is interested in the result of the computation.
2.1

Yao’s construction

Assume that we have two parties P1 and P2 who want to compute an arbitrary
functionality f (x1 , x2 ) = (y1 , y2 ) so that Pi holds the input xi and at the end,
receives the output yi (i ∈ {1, 2}). We assume that the functionality f is a
boolean circuit and inputs x1 and x2 are bitstrings. In Yao’s construction [17],
P1 encrypts (“garbles”) the circuit to preserve the privacy of the input values.
For each wire in the circuit, two random values are chosen, one representing 0
?
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and another representing 1. For a gate g with inputs b1 ∈ {0, 1} and b2 ∈ {0, 1},
the random values of input wires of g corresponding to each pair of the values
of b1 and b2 are used as keys to encrypt the value corresponding to g(b1 , b2 ) of
the output wire of g. To hide the operation that the gate performs, each gate’s
computation table is also randomly permuted, so that it maps random inputs to
the corresponding random output. P1 constructs the garbled circuit and sends
it to P2 along with its encrypted inputs. While evaluating the garbled circuit,
P2 uses 1-out-of-2 Oblivious Transfer (OT) for each of its input bits to get the
corresponding encrypted input value from P1 . If needed, P2 then forwards the
circuit outcome back to P1 . A more in-depth description of this method along
with the security proof is given in [9].
2.2

Fully homomorphic encryption

Homomorphism is a property of some public key cryptosystems that allows one
to modify encryptions in a meaningful way. For example, cryptosystems like
Paillier [10], lifted ElGamal [6] and Damgård-Jurik [5] are additively homomorphic, meaning that one can add together encrypted values or multiply them with
public constants without knowing the corresponding private key. However, for
multiplication of encrypted values, help from the party holding the private key
is required.
The first provably secure fully homomorphic encryption (FHE) scheme, i.e.
a scheme that is both additively and multiplicatively homomorphic, was introduced by Gentry [7] in 2009. Gentry proposed a somewhat homomorphic scheme
that was only able to evaluate low degree polynomials on encrypted data because of the cumulation of noise that would eventually render the encryption
indecipherable. He then showed how to make this scheme bootstrappable by homomorphically recrypting the ciphertext yielding in a fresh noise free ciphertext.
Unfortunately, this operation is costly and thus difficult to use in practical applications. Since then, this scheme has been built upon and refined to be more
practical [15,14,8].
2.3

Secret sharing based SMC

Secret sharing based secure multiparty computation or simply secure multiparty computation (SMC) uses n computation parties that must be independent and not collude. Each input party secret shares his input xi into n shares
[xi ]1 , . . . , [xi ]n and distributes them among the CP-s so that CP j gets share
[xi ]j . Depending on the secret sharing scheme used, all (for additive and bitwise
sharing) or at least some threshold of shares (e.g. for Shamir’s secret sharing
scheme [13]) are required to reconstruct the original value.
The computation parties then execute an interactive protocol to evaluate a
function on the input values. As a result, each CP learns a single share of the
output that can be used in later computations or sent to the result party who
can reconstruct the function output value.
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Application models

In this paper we will consider three common scenarios where SMC is considered
suitable. We will argue how each of the different SMC protocols can be used in
each scenario and what are their advantages and disadvantages in each case.
The three scenarios are
1. a case with many input parties and separate result parties that receive aggregated results from the SMC instance. For example, auctions and many
other scenarios where aggregated results are computed from sensitive data;
2. a case where a single input party is outsourcing extensive computations on
encrypted data, for example, to a cloud;
3. a case with two input/result parties who want to compute a joint function
on their sensitive data, e.g. Yao’s millionaire problem [16].
3.1

Case 1

The first scenario involves several input parties and one or more result parties
that are interested in some function results computed from inputs. The application model is shown in Figure 1a. The number of computation parties depends
on the SMC technique that is used. In case of secret sharing based SMC and multiparty Yao, there are three of more CP-s, while with using FHE one CP might
be enough, depending on the amount of homomorphic computations needed.
The intuition that this case is most suitable for secret sharing based SMC is
illustrated by the fact that it has been successfully used to solve real life problems. For the first time, it was used in 2008 in Denmark to conduct a secure
double auction [4] and the second time was in 2011 in Estonia where the Association of ICT companies used it to see how their sector is doing financially [3].
In both these cases there were several parties interested in the computation result, but from the application model’s view in the second case there was a single
result party that ordered the computation and received the result. It was then
responsible for distributing it to the others.
With fully homomorphic encryption and a single result party (see Figure 1b)
this application scenario is natural — all input parties encrypt their values with
the public key of the result party, the computing party perform homomorphic
operations on those and the result party is able to decrypt the outcome with its
private key. In that sense, the result party “owns” the data as it is the only one
who can read it. However, with several result parties with different private keys,
it comes increasingly difficult to realize it. Different input parties may encrypt
their data under different public keys and the computation party can use the
bootstrapping function to recrypt them under another public key, but in the end
the result must still be encrypted under a single public key so whoever has the
corresponding private key, is the data owner. As a possible solution, one may
use a hybrid setup where result parties secret share the ”master” private key so
they must cooperate to decrypt the final result [7].

Similarly, with several input and/or result parties, this application scenario is
not realizable with classical two-party Yao’s construction. However, there exist
multiparty extensions for Yao’s construction [1]. For example, FairplayMP [2]
allows several input and result parties that use secret sharing and computation
parties that use secure multiparty computation to produce a separate garbled
circuit for each result party that can then evaluate it. In this case the communication model is similar to using secret sharing based SMC.
Trust and resources. With secret sharing based SMC there is a need to choose
and set up computation parties so that they will not collude with each other.
Depending on the given scenario, collaborating parties may take the role of CPs, eliminating the need to search for trusted external parties. For example, in
the double auction held in Denmark in 2008 the buyer took the role of one
CP, the representative of the sellers took the role of the second CP and an
independent third party responsible for the technical details of the auction played
the role of third CP. The aforementioned project in Estonia in 2011 also had
three computation parties. However, since the collaborating parties were all ICT
companies capable of hosting a computation service, all the the CP-s were elected
among themselves. As implementing this case with Yao’s garbled circuits requires
a hybrid model with many computation parties and secret sharing, the same trust
and resource handling principles apply in this case.
With a single computation and a single result party implementing this case
with fully homomorphic encryption is easiest as only one CP instance has to be
set up. Also, there are no trust issues as everything that the CP sees is encrypted
under RP’s public key. Unfortunately, FHE implies huge computational cost.
With multiple result parties and a hybrid model with secret shared RP’s private
key, the same principles apply as for secret sharing based SMC and multiparty
Yao model.
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Fig. 1: Interactions between parties in Case 1, involving one or more computation
parties.

3.2

Case 2

In the second case there are only two parties — a single input and result party
as one entity and a single computing party. This case illustrated on Figure 2a
is a typical “killer application” for the fully homomorphic encryption setting,
where a party outsources operations on sensitive data to a public cloud by first
encrypting the data.
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Fig. 2: Interactions between parties in Case 2.

With Yao’s construction, this scenario does not make much sense although
there are essentially two parties. Since only one party has input, generating a
garbled circuit and interactively evaluating it does not suit well with the goal of
this case.
It is trivial to solve this case also with secret sharing based SMC by splitting
the role of CP between three or more parties (Figure 2b).

Trust and resources. With FHE only one CP (cloud provider) is required and
there are no trust issues as the CP only sees encrypted data. Using FHE introduces great computational overhead, whereas using SMC introduces communication overhead between the parties sharing the role of CP. This must be taken
into account as both resources (CPU time and network bandwidth) cost on a
cloud. Moreover, in the case on SMC, the input/result party has to be sure that
the computation parties do not collude which in this case means finding three
or more competing cloud providers.
3.3

Case 3

The third case (Figure 3) is motivated by Yao as a millionaires’ problem [16],
where two parties both have secret input (their wealth) and they want to compute a function (greater than comparison) on their inputs. As such, it is most
suitable for Yao’s construction (Figure 3a) where one party constructs the garbled circuit and sends it to the other one who then evaluates it with the help of
oblivious transfers (OT) with the first party.
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Fig. 3: Interactions between parties in Case 3.

A similar construction also works with FHE (Figure 3b), where one party
encrypts his input with his public key and sends it to the other party who then
evaluates the necessary function on it using homomorphic operations and his

own input. In case of both Yao’s construction and FHE only one of the two
parties gets the result. In former the one evaluating the garbled circuit gets the
result. However, in case of FHE the CP only gets the encrypted output that it
has to send back to RP who has the corresponding private key. In both cases it
is up to RP if it forwards the result also to the other party.
As there exists multiparty construction that uses Yao’s circuits [2], there
is also a secret sharing based SMC construction that use only two parties [12]
(Figure 3c). In this scenario both parties get only a share of the final result so
they have to decide how to publish those, i.e. whether only one or both of the
parties get to know the result.
Trust and resources. The millionaires’ problem has two parties who are interested in the outcome of the computation. As such, there is no need to include any
external parties when using Yao’s construction, FHE or 2-party secret sharing
scheme. This also eliminates the threat of colluding parties when using secret
sharing based SMC.
Of course, there is a possibility to also add one or more external non-colluding
parties and use the more common secret sharing scheme with three or more
parties.
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Conclusion

This work compares three secure multiparty computation techniques — Yao’s
construction, fully homomorphic encryption and secret sharing based SMC —
by taking a signature application model for each one and try to solve the problem with the other SMC techniques. As expected, each SMC technique is most
suitable for its own case but with a few exceptions, the other techniques are also
applicable.
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